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Web Application
Security Scanner

Utilice Netsparker para |dentificar las Vulnerabilidades Explotables y
Otras Brechas de Sequridad en Sus Sitios Web, Aplicaciones Web y
Servicios Web antes de que los Hackers lo Hagan.

Netsparker scanners employ
the unique, dead accurate &
fast Proof-Based Vulnerability
Scanning Technology that
automatically verifies the

identified vulnerabilities with
a proof of exploit, so you do
not have to manually verify
them.
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The Need To Ensure Your Web
Assets are Secure

The majority of today’s businesses rely on web applications because they allow employees to
access critical data and collaborate with partners easily, at any time and from anywhere.

Though more often than not web applications are susceptible to vulnerabilities that can be
automatically detected and easily exploited.

Beat malicious hackers by identifying and fixing vulnerabilities in your websites before they find
and exploit them. Emulate them by using an automated web application security scanner to

identify exploitable vulnerabilities and security flaws that can leave your business exposed.

Use Netsparker, which is well known for its ease of use and high vulnerability detection rate and
accuracy.
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We believe that security tools should be easy to use and allow
you to automate more, not complicate the already difficult
process. That is why we've built an easy to use and automated
web security scanner which automatically verifies identified
vulnerabilities.

Ferruh Mavituna, Netsparker Founder & CEO

‘ ‘ One of the most startling findings in this year’s report is the disproportionate number of
web application attacks that result in a data breach. Attacks on web applications
accounted for over 40 percent of incidents resulting in a data breach, and were the
single-biggest source of data loss.

Verizon, 2016



Netsparker Detects More Vulnerabilities Than Other Web Scanners

Netsparker web application security scanner identified all the direct impact vulnerabilities

when tested in third party and independent benchmark tests**, thus leading the other scanners.
These results are further proof that the Netsparker scanner has the most advanced and accurate
crawling & scanning technology with the highest web vulnerabilities detection rate. So why
settle for the second best?

Detection Rate  False Positives Tests

SQL Injection Detection 136/136 100% (0/10)
Reflected XSS Detecion 66/66 100% (0/7)

Local File Inclusion Detection 816/816 100% (0/8)
Remote File Inclusion Detection 108/108 100% (0/6)
Unvalidated Redirect Detection 30/30 100% (0/9)
0ld, Backup Files Detection 134/184 100% (0/3)

Information Security, Analyst & Speaker
Netsparker is Stable, Accurate and Versatile, with a lot of thought put into each of its features. An
excellent product in the arsenal of any security professional.

Shay Chen
(44

Microsoft MVP for Developer Security & International Speaker

I've long been an advocate of Netsparker without incentivisation simply because | believe it's the easiest on-demand,
do it yourself dynamic security analysis tool for the audience | speak to.

Troy Hunt

Is Easy to Use

You can launch a web application security scan in just a few seconds. Netsparker will
automatically detect custom 404 error pages, URL rewrites and scan websites with Anti-CSRF
tokens, so you do not have to get bogged down in the details.

As Easy As
1 - 2 -3 3 Launch security scan

*You have to configure credentials if you are scanning a password protected website.

** Statistics from SecToolMarket’s 2014/2015 Web Application Security Scanners Benchmark:
https://www.netsparker.com/blog/news/comparison-automated-web-application-security-scanners-2015/




Allows You to Automate More

Netsparker has a unique self-fine-tuning technology. You do not have to configure URL rewrite
rules or scan policies before every scan, it is all automated. With such automation you can scan
100s & 1000s of websites without having to get bogged down in configuring the scanners for hours.

/’ Scan Policy Optimizer (Step 2/8) /" Scan Policy Optimizer (Step 4/8)
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As we are faced with perpetual evolving security threats and vulnerabilities, Netsparker brings
a level of assurance to our business as it is included as part of our development lifecycle to
help identify and mitigate such threats prior to deployment. With Netsparker being able to —*’SABA
provide zero false positives, it ensures that time is not wasted deciphering whether a T el
vulnerability is legitimate or not.

Chris Evans

Automatically Scan Modern HTML5, Web 2.0 and Single Page Applications
Netsparker can automatically parse, execute and analyze the output of JavaScript. This means

it can automatically crawl, interpret and scan any type of HTML5, Web 2.0, Single Page and
other modern web applications that rely on client-side scripting.
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Automatically Scan Password Protected Websites

Netsparker can automatically
traverse web and login forms.
There is no need to record any
login macros, just specify the

http://aspnet.testsparker.com/ » Default

& Options

\uthentication

login form URL, username and  Enabled

password and the scanner will 3 s Lgrtu:»:pn“.pmhd
figure out everything else Gveridd Target UL with suthericated poge
automatically. ' —

edsger@dijkstra.com

Verified

We chose Netsparker since it is very easy to use. It helped our team increase the visibility

into the security of our web applications, OAKLAND

It is more tailored to web application security and has features that allow the university to UNIVERSITY.

augment its web application security needs. — B
Dan Fryer

Automatically Verify Identified Vulnerabilities with Proof of Exploit

You do not have to manually verify the scan results. Netsparker’s unique scanning engine
automatically exploits the detected vulnerabilities in a safe way and generates a proof of
exploit in the report. If a vulnerability cannot be verified automatically you will be alerted.

Command Injection
5D i e
PARAMETER NAME param
PARAMETER TYPE GET

ATTACK PATTERN SET /A @xFFF9993-2

VULNERABILITY DETAILS
Netsparker identified a command injecti vhen input deta is interpreted as an operating system command.

This is & highly critical issue and should 0on as possible.

Microseft Windows [Version 5.2.3798]

net user

admin Administrator ASPNET
M Guest TUSR_WTHDOWS2883-5P8
TWAM WINDOWS2€@3-5P@ oA oK



Can Easily Scale Up & Encourage Team Collaboration

Netsparker Cloud, the online edition Y P ¥ o resonr [

NO SCHEDULED SCAN
oy £

of the scanner, is a multi-user online
web security scanning solution that
can scan 100s or 1000s of websites
simultaneously with the minimum of
configuration. Packed with workflow
enterprise tools such as Website
Groups, Tasks Management and
Trend Matrix Reports, Netsparker
Cloud encourages team
collaboration and allows you to
ensure that all vulnerabilities and
security flaws are fixed before an
application is launched in a live
environment.

This is probably the best web-app tool that | have ever seen. Of course, | am not a
hacker... Really @) But | have reviewed some penetration test results and other tools, and

=
of course | know a lot of hackers, so | can say that your tool covers all of the most f . S.
important things. erl lgn

Eli Jellenc, International Cyber Threat Analysis Manager

Allow for Easy Integration of Web Security
Scanning in Your SDLC

Both editions of the Netsparker scanner
allow for easy integration of web
application security scanning in your
SDLC. Netsparker Cloud has the most
extensive API available on the market, with
which you can trigger any action. Netsparker
Desktop has command line support,
allowing you to easily trigger scans via
scripts.




Netsparker Desktop or Netsparker Cloud?

Both editions of Netsparker use the dead accurate Proof-Based Scanning Technology.
The decision of which edition to choose depends on your requirements:

If you manage the security of 100s or 1000s of websites, you need a scalable solution.
Netsparker Cloud is the right solution for you; you can easily scan all websites
simultaneously and use the workflow tools to allow everyone on your team, including
managers, to collaborate and ensure the long-term security of all the websites. Netsparker
Cloud is also available as an on-premises solution.

If on the other hand you need a tool that allows you to do manual crawling and get your
hands dirty while doing extensive security tests, then Netsparker Desktop ticks all your
checkboxes.

The software is an important part of my security strategy which is in progress toward

other services at OECD. And | find it better than external expertise. | had, of course,

the opportunity to compare expertise reports with Netsparker ones. Netsparker was @% // OECD

better, finding more breaches.
Bruno Urban

Other Noteworthy Features in Netsparker Scanners

- Out of the box integration with systems such as JIRA and Github

- OWASP Top 10, PCI, HIPAA and other compliance report templates

- Custom Reports API to build personalized security reports

- Retest vulnerabilities functionality

- Built-in proxy for manual crawling and controlled scanning

- Exploitation engine to show the real impact of exploited vulnerabilities

OWASP

The Open Web Application Security Project

Q) GitHub  ¥IJIRA
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You guys rock as you listen to the users.

This is nice to have as it recap what Netsparker is all about.
Also, Grant Thornton is the fifth largest accountancy firm in
the world, so worth having them.

Cecil Su
b GrantThornton

)

Keep in Touch and Stay Informed...

Keep yourself up to date with what is happening in the
web application security industry and with Netsparker.





